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O u r S tory

B Y  D E A L E R S .  
F O R  D E A L E R S .
ComplyAuto was born out of the frustrations 
of having to spend substantial time and 
resources in complying with complex privacy 
and cybersecurity regulations.

Using the experience in managing their own 
dealership operations, the founders built a 
purpose-built solution that saved them 
hundreds of hours and hundreds of 
thousands of dollars annually. This allowed 
them to focus their limited resources on what 
they do best – selling and servicing vehicles.

We now bring that solution to you.
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R is k  # 1 F e d e ra l S a fe g u a rd s  E s s e n tia ls



T h r e e  P illa r s  o f  In f o S e c  C o m p lia n c e

R E V IS E D  F TC  
S A F E G U A R D S  R U L E

145-page set of regulations 
effective December 9, 2022 
June 9, 2023.

In 2022, the FTC Safeguards Rule 
was revised for the first time in 20 
years to include a comprehensive 
set of new privacy & cybersecurity 
regulations estimated by the NADA 
to cost dealers ~$277,000 annually.

● Policy builders & risk assessments with 
automatic updates

● Vendor contract & risk management 
automation

● Penetration & vulnerability tests
● 24/7/365 monitoring (EDR + MTR)
● Device encryption
● Multi-factor authentication
● Systems monitoring & logging for employee 

data misuse
● Employee training & phishing simulations
● Device & systems inventory tools

C O N S U M E R  
P R IV A C Y  R IG H TS

Enforced by state Attorneys 
General & the FTC (and 
plaintiff lawyers).

Third-party tracking cookies, online 
privacy disclosures, and data 
sharing practices have all become 
common targets for litigation by 
state agencies, the FTC, and private 
plaintiff attorneys.

● Cookie consent management
● Online privacy policy builder with 

real-time updates
● Online consumer privacy request (DSAR) 

portal
● Compliance with laws in California, 

Colorado, Connecticut, Virginia, and Utah

S TA TE  D A TA  
B R E A C H  LA W S

All 50 states now have data 
breach laws & some have 
specific cybersecurity laws.

Every state now has its own data 
breach reporting obligations and 
some have specific cybersecurity 
and privacy regulations that grant 
safe harbor for meeting certain 
cybersecurity standards.

● 50-state legal incident response plan 
builder

● Advanced risk assessment tools to meet 
CIS standards

● Online employee training modules that 
meet applicable state standards



Data Breach Implications
● Network/system downtimes. Prepare to 

start handwriting contracts and calling bank 
analysts. Typical downtime is 3 days to 2 
weeks.

● Data loss. DMS & CRM data (all your 
prospects and leads), custom sales reports, 
financial data, employee information, 
policies, proprietary data, legal files, etc.

● Reputational damage. Customer trust, 
public image resulting from security breach. 
84% of consumers said they would not buy 
another car from a dealership after their 
data had been compromised

● Financial loss. Paying the ransom will 
usually cost you at least six figures. Does not 
include lost business, time, wages, files, 
equipment, and any third-party remediation 
services or security consulting.

● Legal Liability. Data breach reporting 
obligations, identity theft, negligence, 
government enforcement (FTC, State AG)

FBI: Businesses reported paying over $29.1 million in ransoms 
in 2020. Phishing was the number one cause of data breaches 

ransomware.

What does your policy cover?
● Cyber policies aren’t cheap, but they will be well worth it if you find yourself 

being a victim of a data breach.

● Following a breach, industry standard is to pay for identity theft monitoring 

services for at least a year - will your carrier pay for that?

● Does it cover a ransomware payments if you choose or have to pay one? What 

about the other potential damages listed on this slide?

● A broker will help you navigate through these issues and considerations (and 

much more).



N e w  F TC  S a fe g u a rd s  
R u le  R e q u ire m e n ts  -
E ffe c tive  J u n e  9 th , 20 23.

N A D A  
L E G A L  
S U M M A R Y
F TC  E n forc e m e n t:
$50,120 per violation

E s t . C os t  P e r D e a le r:
$293,975 upfront
$276,925 per year
*Independent study performed by the NADA



A r e  y o u  c o m p lia n t  o n  t h e  F T C  S a f e g u a r d s  r u le ?

Areas dealers may not be covered?

● Updatable Written legal policies - Templates
● Phishing Simulations - 95% of all cyber attacks start with an employee
● Vendor Contracts & Vendor Risk Assessments
● Penetration Test or Vulnerability Assessment
● Systems Inventory and Data Mapping
● Written Annual Report to Board
● Cybersecurity Tools
● Intrusion Detections such as EDR, MDR

○ Email Scanning Protection
○ Data Loss Prevention - monitoring to ensure employees don’t send NPI
○ Encryption - In transit and device
○ Multi Factor Authentication - email, vendors and device level











A n n u a l P e n e t r a t io n  &  B ia n n u a l V u ln e r a b ilit y  S c a n s
Dealers must perform annual internal penetration testing (simulated hacking) of their networks and biannual 
vulnerability assessments for known exploits. 16 CFR §314.4(d)(2)

P R A C TIC A L  TIP S

No, the law doesn’t require human testers. It can be 
automated.

ComplyAuto services include a full internal 
penetration test (performed biannually) that satisfies 
regulatory requirements and does everything from 
password cracking, remote code execution, 
credentials sniffing, ransomware emulations, 
malware injections, active directory attacks, and 
much more.

The penetration test performed by your PCI 
Compliance company or insurance company is 
usually just an external test (testing your firewall), 
which isn’t as valuable and won’t satisfy the 
Safeguards Rule.

W H A T  A B O U T  T H E  
“ C O N T IN U O U S  
M O N IT O R IN G ”  
E X C E P T IO N ?

M y t h -B u s t e r
Q: I don’t need to do pen tests and vulnerability scans if I have EDR 
because that constitutes “continuous monitoring” under the regulations.

A: False. “Continuous monitoring” is a term defined in the regulations to 
include monitoring for (1) security threats, (2) misconfigured system 
settings, and (3) other vulnerabilities. EDR only does the first item. Tools 
that do true continuous monitoring for all three items are usually
cost-prohibitive for most dealers.







FTC Safeguards Rule Encryption 
In Transit Requirement

16  C F R  � 314 .4 (c )(3)
Dealers shall “Protect by encryption all customer 
information transmitted in transit over external 
networks . . .”



Limitations of Traditional Email and 
Text for Sensitive Information & NPI

● Inherent Security Risks: Lack of end-to-end encryption; 
vulnerable to cyber-attacks, data breaches, and 
interception during transit.

● Phishing Attacks: High susceptibility due to difficulty in 
verifying the sender's identity, increasing the risk of 
information leakage.

● Insufficient Access Control: Emails and texts can be 
easily accessed if the device is lost or stolen, leading to 
potential unauthorized access.



Typical Dealership Problems

● Sales & finance staff commonly request that bank stips are 
sent to their phone via text or unencrypted email

● Most are using personal phones (what happens when they 
leave?)

● Common for the average salesperson to have hundreds of 
drivers licenses, POI, POR, and even SSN cards on their 
phones that were sent via text message.

● Losing a device could mean a reportable data breach
● Existing encryption tools are cumbersome and cause staff 

to resort back to unsecure methods



Scan QR or enter 
unique URL to 

access encrypted 
messaging portal.

Generate a secure 
file request link 

and text or email it 
to the customer.

Get notified when 
customers upload 
files and securely 
download them.

C o m p ly A u t o  is  s o lv in g  t h e  t e x t /e m a il p r o b le m .
Easily satisfy technical requirements for encryption of data in transit. 16 CFR § 314.4(c)(3).

STEP 1 STEP 2 STEP 3

Allow your staff to effortlessly comply with compliance requirements with free end-to-end encryption tools

● Control who can 
request & receive 
files

● Include a secure link 
in email signatures 
so customers can 
easily send stips and 
other sensitive info

● File access 
protected by MFA in 
accordance with 
FTC requirements

● Customize
auto-delete settings 
for files



U s e r  &  E m p lo y e e  M o n it o r in g  &  L o g g in g
Dealers are required to have a system capable of detecting 
unauthorized access, sharing, use of, and tampering with customer 
information 16 CFR §314.4(c)(8).

Dealers already have access to Data Loss 
Protection who use our ComplyAuto add-on 
cybersecurity tools (Coro Dashboard).

This means every device and email is 
scanned to detect employee data security 
violations (i.e., sending messages asking for 
PCI, NPI, PII sharing).

Experience real-time monitoring, exclusive 
to ComplyAuto, ensuring active use of 
CompyCrypt to stay compliant.

Don't invest in other encryption tools that don’t verify 
data-handling compliance.





N o t  n e c e s s a r y  f o r  m os t  
e m a ils ,  b u t  u s e f u l w h e n  
s e n d in g  s e n s it iv e  in f o  to 
o u t s id e  t h ir d  p a r t ie s .

D u o  M F A  O n e -T a p  
A u t h e n t ic a t io n  w it h  D u o 
P u s h .
D u o  c a n  a ls o 
a c c o m m o d a t e  m ore  
t r a d it io n a l s e c o n d -f a c to r  
a u t h e n t ic a t io n  c o n tr o ls  
l ik e  S M S  t e x t  c o d e .



C om p lyA u to w a s  c h os e n  a s  
a n  N A D A  A ffi n ity  P rovid e r 
for  c om p lia n c e  a n d  h e lp e d  
d ra ft  th e  N A D A  F TC  
S a fe g u a rd s  M a n u a l

T U R N -K E Y  
S O F T W A R E  
S O L U T I O N

+

NADA is a registered trademark of the National Automobile Dealers Association and is used by ComplyAuto Privacy (“ComplyAuto”) under license. The services/products provided by ComplyAuto are 
solely the responsibility of ComplyAuto and its suppliers, which remain solely responsible for the quality and performance thereof. Neither NADA nor its affiliates shall have any responsibility or 
liability for any product or service offered or provided by ComplyAuto.



R is k  #  2 - S ta te  S p e c ifi c  C on s u m e r P r iva c y  L a w s



C o n s u m e r  P r iv a c y  R ig h t s  C o m p lia n c e

Compliant Cookie Banner
Most out-of-the-box cookie banners provided by website providers are non-compliant and cause more harm 

than good. Our banner actually blocks third-party advertising cookies, records consent, and respects global 

privacy controls (GPCs) in accordance with applicable privacy laws.

● Fully customizable and branded

● Identifies and blocks applicable 3rd-party cookies

● Tested on all common dealership website providers

● Manage other requirements such as:

○ Consumer Privacy Rights employee training
○ Third-Party Vendor Data Processing agreements and/or Vendor Risk Assessment
○ B2B or Employee Privacy Rights
○ Process Consumer Privacy Requests, notify third-party vendors



T y p ic a l D e a le r s h ip  W e b s ite s

● No consent,
● cookies load like Chat for IP 

location,
● Not GPC compliant.

● Dated Privacy Policy
● No state disclosures, need even CA 

disclosures
● No consumer consent request 

portal
●



C o n s u m e r  P r iv a c y  R ig h t s  C o m p lia n c e
Should you be concerned about cookie consent and privacy rights 
issues if your state doesn’t have a comprehensive privacy law?

YES, the FTC wants a piece of the state privacy law action!

● The FTC is enforcing issues related to cookie tracking under its broad 
Section 5 Unfair & Deceptive Acts & Practices (UDAP) authority.
○ Two 7 figure lawsuits from the FTC this year
○ You’re a target if you’re not getting explicit consent to load 

tracking cookies for retargeting (e.g., Facebook Pixel, Google 
Ads)

● Class actions lawsuits have been filed in both regulated and 
unregulated states for deploying tracking cookies without consent 
and/or proper disclosures the Federal Wiretap Act, (2) general UDAP 
claims, (3) the federal Consumer Fraud & Abuse Act, and (4) the 
federal Stored Communications Act.

● So far in 2023, 9 states have proposed Consumer Privacy Rights 
Legislation.

● Ten States enacted comprehensive privacy laws with fines ranging 
from $5,000-$20,000

source: US State Privacy Legislation IAAP’s Resource Center

States Bills Passed to be 
Signed:

● Oregon
● Delaware



C o n s u m e r  P r iv a c y  T o o ls  a n d  D is c lo s u r e s



C o n s u m e r  P r iv a c y  T o o ls  a n d  D is c lo s u r e s



W h a t to 
e x p e c t  in  
th e  c om in g  
m on th s
(if you ’re  c om p lyin g )

T H I N G S  
Y O U ’L L  
N O T IC E

1. M u lt i-f a c t o r  a u t h e n t ic a t io n  u p o n  lo g in  t o  s y s t e m s  
c o n t a in in g  c u s t o m e r  in fo r m a t io n

2. M o r e  c o m p le x  p a s s w o r d s  (8 -14  c h a r a c t e r  
a lp h a n u m e r ic )

3. A u t o m a t ic  t im e o u t s  o n  c o m p u t e r  o f  15 m in u t e s  or  
le s s

4 . P h is h in g  s u s c e p t ib ilit y  t e s t s !

5. C o n t r o ls  o n  s h a r in g  s e n s it iv e  c u s t o m e r  in fo r m a t io n

6 . C o r p o r a t e  e m a il a c c o u n t s

7 . S e c u r it y  a w a r e n e s s  t r a in in g

8 . C o o k ie  b a n n e r s  (a n d  u n f o r t u n a t e ly  le s s  r e t a r g e t in g )



W h a t to 
e x p e c t  in  
th e  c om in g  
m on th s
(if you ’re  c om p lyin g )

D o ’s  &  
D o n ’t s

✔ D o  u s e  a  p a s s w o r d  m a n a g e r  tool
✘ D o n ’t  u s e  w e a k  o r  r e p e a t  p a s s w o r d s  (o r  s t o r e  t h e m  in  p la in  
te x t

✔ D o  s e t  u p  in d iv id u a l u s e r  p r o fi le s  f o r  w o r k s ta t io n s
✘ D o n ’t  u s e d  s h a r e d  lo g in s  o r  p a s s w o r d s

✔ D o  u s e  c o r p o r a t e  e m a il  a c c o u n ts
✘ D o n ’t  u s e  p e r s o n a l e m a il  a d d r e s s e s  f o r  w o r k  p u r p o s e s

✔ D o  u s e  a  t o o l t o  s e n d /r e c e iv e  e n c r y p t e d  c u s t o m e r  in fo
✘ D o n ’t  s e n d /r e c e iv e  s u c h  in f o  v ia  t e x t  o r  e m a il

✔ D o  u p g r a d e  a ll  m a c h in e s  t o  W in d o w s  10 + (o r  la t e s t  iO S )
✘ D o n ’t  a llo w  c o n n e c t e d  W in d o w s  7  m a c h in e s

✔ D o  c h e c k  e v e r y  e m a il  f o r  s u s p ic io u s  c o n te n t
✘ D o n ’t  c lic k  o n  p h is h in g  e m a ils !

✔ D o  u p d a t e  y o u r  c o o k ie  b a n n e r  f o r  c o m p lia n t
✘ D o n ’t  r e ly  o n  y o u r  w e b  p r o v id e r  p o lic y  f o r  t h e  p r o p e r  
d is c lo s u r e s



T H E  C O M P L Y A U T O  D IF F E R E N C E

Month-to-month
We treat dealers the way we 
wanted to be treated as dealers, 
which means no long term 
contracts.

Unlimited Support
With ComplyAuto, you get a 
dedicated client success 
manager and unlimited 
technical support.

No Setup Fees
No additional implementation 
fees, service charges, or 
installation costs. Just a simple 
monthly subscription fee.

First Month Free
Complete a short setup survey 
within 2 weeks and get the first 
month of ComplyAuto 
completely free!

Annual Discount (10%)
Get an additional 10% off for 
annual billing. Even then, your 
contract term stays
month-to-month.

E n d o r s e d  B y  M o r e  S t a t e  
D e a le r  A s s o c ia t io n s  t h a n  

A n y  O t h e r  P r o v id e r
There's a reason why the NADA and +35 

state associations have endorsed 
ComplyAuto for compliance.

Let us show you why.



J o in  t h e  n a t io n ’s  # 1 D e a le r s h ip  P r iv a c y  &  C y b e r s e c u r it y  P la t f o r m

50-state legal compliance with the industry’s only

COMPLIANCE GUARANTEE
Worry less and sell more. We are so confident that ComplyAuto is the best way 
to comply with privacy and cybersecurity laws that if you're using our platform 

and you receive a penalty or fine under a privacy or cybersecurity regulation 
from a governmental agency that is caused by using our platform, we will pay 

the fine or penalty up to $100,000. Learn more at 
https://complyauto.com/compliance-guarantee/

Active Dealers



R is k  #  3  -  E n v ir o n m e n t a l  
H e a lt h  a n d  S a f e t y



T H I N G S  
T O  
C O N S ID E R  
IN  20 23

1. O S H A  r e g u la t o r s  h a v e  m o r e  a u t o n o m y  to  
is s u e  fi n e s  a n d  c a n  c e a s e  d e a le r s h ip  
o p e r a t io n s  u n d e r  u n s a f e  w o r k  c o n d it io n s .

2. O S H A  a n n o u n c e d  t h is  y e a r  t o  e x p e c t  fi n e s  to  
in c r e a s e  Y O Y .

3. E n s u r e  e q u ip m e n t  in s p e c t io n s  a r e  b e in g  
c o n d u c t e d  c o n s is t e n t ly .

4 . L O T O !

5. O S H A  ju s t  t o o k  it s  fi r s t  e n f o r c e m e n t  a c t io n  
f o r  w o r k p la c e  v io le n c e .

6 . E x p e c t  in c r e a s e d  e n f o r c e m e n t  f o r  f a ilu r e  to  
r e p o r t /r e c o r d  in ju r ie s  &  illn e s s e s  t im e ly  a n d  
a c c u r a t e ly .



States that operate their own Occupational Safety and Health Plans are required to adopt 
maximum penalty levels that are at least as effective as Federal OSHA.

Below are the maximum penalty amounts, with the annual adjustment for 
inflation, that may be assessed after Jan. 15, 2023. (See OSHA Memo, Dec. 20, 2022).

Ty p e s  of V iola tion s P e n a lty

Serious
Other-Than-Serious 
Posting Requirements

$15,625 per violation

Failure to Abate $15,625 per day beyond the abatement date

Willful or Repeated $156,259 per violation

O S H A  P e n a lt ie s
The Occupational Safety & Health Administration (OSHA) continues to gain more autonomy to 
increase fines and now has the power to actually shut down a business for violations.

https://www.osha.gov/stateplans
https://www.osha.gov/memos/2022-12-20/2023-annual-adjustments-osha-civil-penalties


O S H A  T o p  10  V io la t io n s  in  20 22
The list of OSHA’s highest proposed monetary penalties in fiscal year 2022 comprises those stemming from a 
single incident or related incidents in which one or more employers allegedly failed to adhere to safe work 
practices. These failures put workers at risk – in some cases, fatally.

The Top 10 Most Cited Workplace Safety Standards for FY 2022

1. Fall Protection – General Requirements: 5,260 violations
2. Hazard Communication: 2,424
3. Respiratory Protection: 2,185
4. Ladders: 2,143
5. Scaffolding: 2,058
6. Lockout/Tagout: 1,977
7. Powered Industrial Trucks: 1,749
8. Fall Protection – Training Requirements: 1,556
9. Personal Protective and Lifesaving Equipment – Eye and Face 

Protection: 1,401
10. Machine Guarding: 1,370

Source: Patrick Kapust, acting director of OSHA's Directorate of 
Enforcement Programs, as presented at NSC Safety Congress & 
Expo and Safety and Health Magazine.

The 2nd largest OSHA fine last year 
was for $1.2M at an auto parts 
retailer where the employer failed 
to have proper safeguards to 
protect workers from an accidental 
machine startup after a vehicle lift 
crushed a worker’s hand.

Other agency findings included the 
company’s willful failure to develop 
and implement lockout/tagout 
procedures.



W h a t  if  
O S H A
s h o w s  u p  
a t  y o u r  
d e a le r s h ip ?

The following are employer/employee rights during an 
OSHA inspection:

1. Employers do not need to let OSHA perform an inspection 
without a warrant. (If you have nothing to hide, then this is not 
always recommended as it may sour the relationship with the 
local OSHA office).

2. You can make an inspector wait for 60 min prior to starting the 
inspection; this gives you an opportunity to contact a 
company representative or attorney.

3. If the inspection arose because of a complaint, you can 
demand to see a copy of the complaint.

4. You can have management or any other personnel accompany 
the OSHA inspector.

5. Negotiate to narrow the scope of the inspection; if OSHA has 
gone through the trouble of getting a warrant it's likely they 
have a specific issue or area they wish to inspect.

6. Inquire as to what the inspection is for - you have the right to 
know what their probable cause is for the inspection.

7. Many OSHA inspectors are moving to audio/visual recording 
for employee interviews; employees can deny consent to be 
recorded but they should be aware that anything said during 
the interview is on the record.



W o r k p la c e  V io le n c e  P r e v e n t io n  a n d  R e s p o n s e
According to OSHA, companies have an obligation to keep the workplace safe and secure. This means that if an 
active shooter event occurs and the dealership hasn’t trained employees to respond, they haven’t met the 
obligation to address reasonable threats to keep the workplace safe.

P R A C TIC A L  TIP S

Workplace violence and active shooter issues on the rise. Just last year, OSHA enforced this issue for the first time under the General Duty Clause.

Identify risk factors - building security, handling large sums of cash, working in isolation, or late hours.

The best deterrent to workplace violence is to conduct adequate screening that prevents the hiring of individuals with a history of violent behavior.

Employers should establish a zero-tolerance policy for threatening or engaging in violent behavior, providing for employee disciplinary action up to and including 
dismissal.

Consider incorporating the following policies and trainings in your safety plan:
● Workplace Violence Policy and Training.
● Weapons in the Workplace Policy. (Check state law)
● Active Shooter Policy, Training & Incident Response Team.

Discuss the elements of active shooter incident response planning with guidance from expert instructors. Have an Active Shooter Policy & Incident Response Team.

Incorporate key elements of successful incident management into planning efforts including: Communication and Incident Planning for employees, Emergency Action 
Plan Development, Recognizing Behavioral Indicators, and Coordinating with First Responders.



E q u ip m e n t  I n s p e c t io n  M a n a g e m e n t
OSHA safety requirements relating to the stability, function, fire protection, design, 
maintenance, and use of dealership equipment.

P R A C TIC A L  TIP S

Know what needs to be inspected and frequency of inspections. (Can differ by state)

Typical inspections required:
■ Forklifts - daily inspections. Differs by type of forklift, i.e. gas, propane, electric. OSHA Rule 1910.178(l)(1)(i)
■ Eyewash stations - general flow, temperature, functionality and cleanliness. Periodic inspections (weekly) 

ANSI 358.2014, OSHA 29 CFR 1910.151(c).
■ Scissor lifts & scaffolds - before each use. Overall inspection, good working condition. OSHA 1926.451(d)(3)(i)
■ Aboveground Storage Tanks - Can be required daily or monthly based on state. Overall inspection of control 

panel function, leaks, pressurized, secondary containment. OSHA 1910.106.
■ Underground Storage Tanks - Also required either monthly or annually in most states. May subject the 

dealership to creating a Spill Prevention, Control, and Countermeasure (SPCC) plan.
■ Automotive Lift - annually conducted by a certified company. Do you have a sticker with the date of last 

inspection on your current lifts? Safety Requirements for Operation, Inspection and Maintenance ANSI/ALI 
ALOIM: 2020 Standard for Automotive.

If equipment doesn't pass inspection, it needs to be locked and tagged out immediately by a supervisor.

Make it easy for your employees to keep up with regular inspections. Do you have an electronic system?



L o c k o u t  T a g o u t  P o lic ie s
OSHA Standard 1910.147(a)(3)(i) requires employers to establish a program and procedures 
for affixing appropriate lockout devices or tagout devices to energy isolating devices, and to 
otherwise disable machines or equipment to prevent unexpected energization, start-up or 
release of stored energy in order to prevent injury to employees.

P R A C TIC A L  TIP S

Do you have a lockout/tagout policy for your electrical equipment?

A lockout device utilizes a means such as a lock, either key or combination type, to hold an energy isolating device in a safe 
position and prevent the energizing of a machine or equipment.

If something isn’t working properly, a manager needs to lock the machine/equipment so it cannot be used by any 
employees. Then a tag/sign needs to be on the machine stating Out-of-Order status.

Employees and managers need to be trained on lockout/tagout and need to sign a policy stating compliance on an annual 
basis.

https://www.osha.gov/laws-regs/interlinking/standards/1910.147(a)(3)(i)


I n ju r y  o r  I l ln e s s  R e c o r d in g  &  R e p o r t in g

Lightly shaded states have special 
reporting requirements.

The OSHA Standard 29 CFR Parts 1904 and 1952 require employers to keep records of 
occupational deaths, injuries, and illnesses. OSHA is ramping up enforcement of 
failure to timely or accurately report injuries and illnesses.

P R A C TIC A L  TIP S

If there is ever an injury or illness that happens on sight, you need to know if it is: recordable, 
reportable, the timeframe to do so, and the agency to report to.

Know your state laws - in CA an injury or illness that results in permanent disfigurement is 
reportable within 24 hours. Know type of injuries that must be reported immediately versus 
annually.

Keep records of each injury or illness for OSHA 300 or OSHA 300A log (annually) and for worker’s 
compensation purposes. Many HR/payroll softwares are inaccurate and some dealers have been 
fined for relying on such systems.

OSHA Form 300A data for the preceding calendar year must be electronically submitted to OSHA 
each year by March 2 of the following year and be posted in area accessible to employee from Feb 
1st - April 30th.

Privacy cases - employee can request to exclude name from reporting illnesses. (required for HIV, 
TB, reproductive illnesses and injuries, etc.)



S D S  M a n a g e m e n t  T ip s
OSHA's Hazard Communication Standard (HCS) requires employers to maintain Safety Data Sheets for chemicals in 
the workplace and to ensure that employees can easily and readily access them.

P R A C TIC A L  TIP S

SDS must have: PPE required, First Aid info, if medical intervention required, spill clean up 
instructions.

Need an SDS manifest with each chemical used near locations where chemicals are stored or 
in use.

Use Secondary Labels on containers not distributed by manufacturers, and must have the 
same information as primary label (sharpie with just a name is not sufficient.)

Best practice is to include Spanish language SDS sheets.

Doesn’t have to be a binder, as OSHA allows electronic manifests, but employees must have 
easy access (i.e., no passwords)



F ir s t  A id ,  C P R ,  &  A E D
First aid supplies are required to be readily available under § 1910.151(b). When larger or multiple operations 
are being conducted at the same location, employers should determine the need for additional first aid 
kits at the worksite and additional quantities and types of supplies in the first aid kits.

P R A C TIC A L  TIP S

Have multiple first aid kits located around dealership. Consider having a least one trauma kit. Make 
sure to inspect and restock first aid kit annually.

Best practice is to have trained employees on basic First Aid for cuts, falls, or know when to call 911.

Make sure you have enough trained employees for coverage of all shifts or time off/vacations.

Train every employee on emergency procedures and response.

Train employees to check SDS for first aid measures if contact with a chemical occurs.

OEM’s are recommending EV dealers to have CPR & AED trained employees on-site.

If you have an AED, OSHA highly recommends to have a certified trained employee(s).



S a f e t y  T r a in in g
OSHA requires employers to provide training to workers who face hazards on the job. Many OSHA standards include 
explicit safety and health training requirements to ensure that workers have the required skills and knowledge to safely 
do their work.

P R A C TIC A L  TIP S

Best practice is to complete training during onboarding, or at time of new equipment added 
to the worksite (i.e. purchased a new forklift).

Most trainings are required annually.

Train everyone - safety is everyone’s job. At a minimum, everyone should be trained on Fire 
Extinguishers, Back Injury Prevention, General Safety, Covid-19, Emergency Response, and Safe 
Driving.

Look for training that is engaging and interactive for student retention/recall.

Integrate corresponding policies to be read and signed during training.

Other good training to consider: Heat & Cold Stress, Forklift, Hearing Protections, PPE, Shop 
Safety, Active Shooter, Wildfires, etc.



D o ’s  &  
D o n ’t s

✔ D o  r o u t in e ly  e d u c a t e  y o u r  w o r k f o r c e  t h r o u g h  n e w  h ire  
a n d  r e c u r r in g  t ra in in g .
✘ D o n ’t  a s s u m e  a  p o lic y  is  e n o u g h . P a r t  o f  t h e  t ra in in g  
p r o c e s s  s h o u ld  in c lu d e  a c k n o w le d g e m e n t  o f  p o lic ie s .

✔ D o  r e p o r t  a n d  r e c o r d  n e c e s s a r y  in ju r ie s  a n d  il ln e s s e s  in  
a n  a c c u r a t e  m a n n e r .
✘ D o n ’t  r e ly  o n  m e m o r y  o r  in a c c u r a t e  s o f t w a r e  to  
d e t e r m in e  w h e t h e r  t o  re p o rt /re c o rd  in ju r ie s  a n d  illn e s s e s .

✔ D o  p r o m o t e  a  c u lt u r e  o f  r e p o r t in g  s a f e t y  c o n c e r n s  a n d  
p e r f o r m in g  r e q u ir e d  in s p e c t io n s .
✘ D o n ’t  b e  q u ie t  a b o u t  u n s a f e  c o n d it io n s ; a d d r e s s  a n d  
fi x .

✔ D o  im p le m e n t  a  w o r k p la c e  v io le n c e  p re v e n t io n  
p ro g ra m .
✘ D o n ’t  ig n o r e  t h is  n e w ly  e n f o r c e d  s a f e t y  c o n c e rn .

✔ D o  s t r ic t ly  a d h e r e  t o  lo c k o u t /t a g o u t  p ro c e d u re s .
✘ D o n ’t  u n d e r e s t im a t e  t h e  d a n g e r  d a m a g e d /u n re p a ire d  
e q u ip m e n t  a n d  m a c h in e r y  c a n  p o s e .



C o m p ly A u t o  S a f e t y  t a k e s  t h e  s t r e s s  o u t  o f  E H S
ComplyAuto Safety offers unique and innovative features:

●

●

●

●

●

●

●

●

● Onsite inspections, includes one eight-hour mock OSHA audits by

certified professionals

Automated policy and signage builders

Integrated Safety Data Sheet (SDS) Manager with a 10+ million 

product database (easy QR codes)

Digital equipment inspections with QR code label generators and 

automatic reminders

Comprehensive online safety training library with true "set it and 

forget it" enrollments

Signage Builder and Tracker for all required signs

The first and only tool automating injury & illness reporting 

requirements for all 50 states

AED and CPR training provided by the American Red Cross 

Fisher Phillips, a nationally recognized law firm specializing in

dealership workplace safety, routinely reviews and updates content.



Transparent Pricing
https: /complyauto.com/pricing/

Questions?

Thank you!
https://www.complyauto.com 

info@complyauto.com
(661) 214-3028

S c a n  f o r  c o n t a c t  in fo :

https://complyauto.com/pricing/
https://www.complyauto.com/
mailto:info@complyauto.com
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