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Our Story

BY DEALERS.
FOR DEALERS.

ComplyAuto was born out of the frustrations
of having to spend substantial time and
resources in complying with complex privacy
and cybersecurity regulations.

Using the experience in managing their own
dealership operations, the founders built a
purpose-built solution that saved them
hundreds of hours and hundreds of
thousands of dollars annually. This allowed
them to focus their limited resources on what
they do best - selling and servicing vehicles.

We now bring that solution to you.

+9,000

Active Dealers

+36

State Dealer Association Endorsements

Chris Cleveland
Compliance Director, Galpin Motors
CEO & Co-Founder, ComplyAuto Privacy

John McCallan
Owner, Operator & Attorney, Raceway Ford
Partner, Kearny Mesa Ford & Kia of Sunroad Auto Group

Shane McCallan

Co-Founder, ComplyAuto Privacy

General Counsel, Raceway Ford (former)

Vice President, Auto Advisory Services (former)

Hao Nguyen

General Counsel, ComplyAuto Privacy
Staff Counsel, CNCDA (former)

Sr. Manager of Legal Affairs, KPA (former)

Sherryl Brightwell Nens
Vice President of Sales, ComplyAuto Privacy
Dealer Relations Manager, Ford Motor Co. (former)

99.9%

Dealer Retention
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Risk #1Federal Safeguards Essentials



Three Pillars of InfoSec Compliance

REVISED FTC
SAFEGUARDS RULE

145-page set of regulations
effective Becember9,2022
June 9, 2023.

In 2022, the FTC Safeguards Rule
was revised for the first time in 20
years to include a comprehensive
set of new privacy & cybersecurity
regulations estimated by the NADA
to cost dealers ~$277,000 annually.

Policy builders & risk assessments with
automatic updates

Vendor contract & risk management
automation

Penetration & vulnerability tests
24/7/365 monitoring (EDR + MTR)

Device encryption
Multi-factor authentication

Systems monitoring & logging for employee

data misuse
Employee training & phishing simulations
Device & systems inventory tools

CONSUMER
PRIVACY RIGHTS

Enforced by state Attorneys
General & the FTC (and
plaintiff lawyers).

Third-party tracking cookies, online
privacy disclosures, and data
sharing practices have all become
common targets for litigation by
state agencies, the FTC, and private
plaintiff attorneys.

Cookie consent management

Online privacy policy builder with
real-time updates

Online consumer privacy request (DSAR)
portal

Compliance with laws in California,
Colorado, Connecticut, Virginia, and Utah

STATE DATA
BREACH LAWS

All 50 states now have data
breach laws & some have
specific cybersecurity laws.

Every state now has its own data
breach reporting obligationsand
some have specific cybersecurity
and privacy regulations that grant
safe harbor for meeting certain
cybersecurity standards.

50-state legal incident response plan
builder

Advanced risk assessment tools to meet
CIS standards

Online employee training modules that
meet applicable state standards




FBI: Businesses reported paying over $29.1 million in ransoms

Data BreaCh Im plicatiOnS in 2020. Phishing was the number one cause of data breaches

ransomware.

e Network/system downtimes. Prepare to
start handwriting contracts and calling bank
analysts. Typical downtime is 3 days to 2
weeks.

2020 - TOP 10 STATES BY NUMBER OF VICTIMS®

e Data loss. DMS & CRM data (all your
prospects and leads), custom sales reports,
financial data, employee information,
policies, proprietary data, legal files, etc.

e Reputational damage. Customer trust,
public image resulting from security breach.
84% of consumers said they would not buy
another car from a dealership after their

data had been compromised What does your policy cover?

e  Cyber policies aren't cheap, but they will be well worth it if you find yourself

| | 39,000+ | 29,000 - 39,999 H 19,999 - 29,999 | 9,999 19,999

e Financial loss. Paying the ransom will
usually cost you at least six figures. Does not
include lost business, time, wages, files,

being a victim of a data breach.

e  Following a breach, industry standard is to pay for identity theft monitoring

equipment, a nd any third_pa rty remediation services for at least a year - will your carrier pay for that?
services or secu rity consulting, e Does it cover a ransomware payments if you choose or have to pay one? What
about the other potential damages listed on this slide?
e Legal Liability. Data breach reporting e Abroker will help you navigate through these issues and considerations (and
obligations, identity theft, negligence, much more).

government enforcement (FTC, State AG)



New FTC Safeguards

Rule Requirements -
Effective June 9th, 2023.

NADA
LEGAL
SUMMARY

FTC Enforcement:
$50,120 per violation

Est. Cost Per Dealer:
$293,975 upfront
$276,925 per year

*Independent study performed by the NADA

Qualified Employee Written Risk Access Controls Data and Systems
Assessment ] Inventory
Data Encryption ‘ Intrusion Detection/ Multi-Factor Systems Monitoring
Vulnerabhility Testing Authentication and Logging
Secure Data Disposal ~~ Change Management Unauthorized Activity
Procedures : Procedures , Monitoring

Overseeing/Monitoring Written Incident - Annual Reporting to
Service Providers ; Response Plan Board

NATIONAL
AUTOMOBILE
DEALERS

e, | ASSOCIATION



Are you compliant on the FTC Safeguards rule?
Areas dealers may not be covered?

Updatable Written legal policies - Templates
Phishing Simulations - 95% of all cyber attacks start with an employee
Vendor Contracts & Vendor Risk Assessments
Penetration Test or Vulnerability Assessment
Systems Inventory and Data Mapping
Written Annual Report to Board
Cybersecurity Tools
Intrusion Detections such as EDR, MDR
o Email Scanning Protection
o Data Loss Prevention - monitoring to ensure employees don't send NPI
o Encryption - In transit and device
o  Multi Factor Authentication - email, vendors and device level




COMPLY " m Compliance Motors DEMO 9

Information Security Programs

A written Information Security Program {iSP) documents the policies and procedures that you take to protect the security, confidentiality, integrity, and availability of the personal
! Safequards Rule

infarmation you collect, create, uss, share, and maintan. & written 15P is reguired by the federal Gramm-Leach-Biiley Act [GLEA

ndor Managemeant -~ P

& Rafrash Ea = CICLEVREE Add Custom ISP ()

Stanclard 1 Custom D

M Brati Craatad Lakt Lipoatad A Locatons Downlnad Articng

ARG Mabors ISP Jum 21, 2022, 10013 Ak D 15, 2027, 11:24 AN Fi Download & B

G Information Security
Program (ISP)

Last Updated: Nov 11, 2022

1. Scope & Objectives

The objectives of this comprehensive written Information Security Program (ISP include defining,
documenting, and suppaorting the implementation and maintenance of the administrative, technical,
and physical safeguards Compliance Motars has selected to protect the personal infermation it
collects, receives. uses, and maintains. All employees. staff, contractors. and guests of the following
lecations are expected ta camply with this ISP

+ Rappeldt Automotive
- Greensoboro Auto Center
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Landing Page Preview

® CDK
: Global.

Username:

Password:
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Manage the vendors you use throughout your organization. Track their data collection practices, contracts, and risk assessments.

Dashboard
Locations Q ' Refresh + Add Vendor Vendor Bulk Actions v Advanced ~ > Export Table
Vendor Management v Eb Standard 158  Automatic §
Surveys
Name 1T Type ppas Docs (3 Risk Assessment ¥ Risk Score
Manage
700Credit & Credit Reporting & Compliance Systems EEADY TOSIGN] B [NONE] B [compLETED] [ (@) O
Privacy
: & i i Q D| : [ T O
Pick Assesaments Adpearance (4 Reputation Management Companies [REQUIRED] B [NONE] B [compLeTED] (O Q ]
Cybersecurity All Auto Network & Website Providers [REQUIRED] @ [NoNE] B (] @ | o
Policies E
Assurant / Motor Warranty Services/Resource & F&I Product Providers & Administrators [RequiRED] B [nonE] B [compLeTeD] (O (@) o
Employee Training B
AutoAlert % Direct Mailers READY TO SIG! [NONE] [compLeTeD] (O | 0]
Data Mapping
U/sars AutoFi & Sales and F&I Consultants [REQuUIRED] B [none] B [compLeTED] (O (@) o
Learning Center Car Gurus & Appraisal Tools [REQURED] B [nonE] B [compieTED] [ O o
CarNow Chat Modules EADY TOSIGN| B [none] B (] @ o
Cars.com & Digital Retailers & eCommerce Platforms  Appraisal Tools [n/A [noNE] B |compLETED] [ { @ | i)
CDK Global & Dealer Management System (DMS) REQUIRED| B [none] B [compLETED] [ (@ o
2 5 4 5 BE 10 v Shawing 1 - 10 of 60
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PRACTICALTIPS

No, the law doesn’t require human testers. It can be
automated.

ComplyAuto services include a full internal
penetration test (performed biannually) that satisfies
regulatory requirements and does everything from
password cracking, remote code execution,
credentials sniffing, ransomware emulations,
malware injections, active directory attacks, and
much more.

The penetration test performed by your PCI
Compliance company or insurance company is
usually just an external test (testing your firewall),
which isn't as valuable and won't satisfy the
Safeguards Rule.

Annual Penetration & Biannual Vulnerability Scans

Dealers must perform annual internal penetration testing (simulated hacking) of their networks and biannual
vulnerability assessments for known exploits. 16 CFR §314.4(d)(2)

.

W HAT ABOUT THE
d “CONTINUOUS
" y = MONITORING”

- EXCEPTION?

B

Myth-Buster

Q: 1 don't need to do pen tests and vulnerability scans if | have EDR
because that constitutes “continuous monitoring” under the regulations.

A: False. “Continuous monitoring” is a term defined in the regulations to
include monitoring for (1) security threats, (2) misconfigured system
settings, and (3) other vulnerabilities. EDR only does the first item. Tools
that do true continuous monitoring for all three items are usually
cost-prohibitive for most dealers.
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Dashboard
Locations
Vendor Management ~ &b
Privacy
Risk Assessments
Cybersecurity
curity Scanning
Phishing Simulations
Device Inventory

Device & Email Security

Policies ~0

Employees

Data Mapping

Learning Center

Q 56 Total Achievements

Every achievement represents a discrete successful action performed by the security scan

10 ] 43

Click to expand for achievement details

Achievements

Severity Name

Gathered valuable information from host

Exploited EternalBlue vulnerability (MS17-010)

Opened a remote access session on the host

Cracked user hash using GPU

Infiltrated .SCF file

Compliance Motors DEMO

Details

Host: 192.168.5.58
Host: 192.168.5.74

Host: 192.168.5.96

Target: 192.168.5.12
Target: 192.168.5.88

Target: 192.168.5.25

Host: 192.168.5.91
Host: 192.168.5.16

Host: 192.168.5.52

Username: administrator, Context: 192.168.5.13

Host: 192.168.5.33, Path: C:\Users\Public\Desktop\
Host: 192.168.5.66, Path: C:\Users\Public\Desktop\

Host: 192.168.5.69, Path: C:\Documents and Settings\All Users\Deskiop\

More Info

IR

| more info

( More Info |

-Mnre Info
More Info

More Info
(ore i)

More Info
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1. Overall Status of Compliance

requirement of the Revised Rule. For eachitem, additional information can be found in the corresponding section of this

COM PI-Y 1 This section of the report is intended to provide a high-level summary of our dealership's overall compliance with the
~ report, as well as within the ComplyAuto dashboard.

Appointment of Qualified Individual COMPLETE 16 CFR §314.4(a)
CDmp!ianCE Motors Annual Internal Risk Assessment (Physical) COMPLETE 16 CFR §314.4(b)
Information Security Program Status Annual Internal Risk Assessment (Technical) COMPLETE 16 CFR5§314.4(b)
Device Inventory COMPLETE 16 CFR §314.4(c)(2)
2 0 2 3 Data & Systems Inventory COMPLETE 16 CFR §314.4(c)(2)
Encryption at Rest & In-Transit COMPLETE 16 CFR § 314.4(c)(3)
A N N U A L Multi-factor Authentication COMPLETE 16 CFR § 314.4(c)(5)
Annual Penetration Test COMPLETE 16 CFR §314.4(d)(2)
R E P O RT Biannual Vulnerability Sean COMPLETE 16 CFR §314.4(d)(2)
Service Provider Contracts & Risk Assessments COMPLETE 16 CFR §314.4(1)(2)-(3)
Prepared by: Casey Graff on January 4, 2023 Written Information Security Program COMPLETE 16 CFR §314.4(g)
Created pursuant to the Gramm-Leach Bliley Act’s Federal Safeguards Rule. 16 CFR § 314.4(i). Written Incident Response Plan COMPLETE 16 CFR§314.4(h)
Written Data Retention Plan COMPLETE 16 CFR §314.4(c)é)(i)-{ii)
Written IT Change Management Procedures COMPLETE 16 CFR §314.4(c)(7)
Employee Security Awareness Training COMPLETE 16 CFR §314.4(e)
Intrusion & Attack Detection COMPLETE 16 CFR §314.4(d)(1)
Unauthorized activity monitoring COMPLETE 16 CFR §314.4(c)(8)
Phishing & Social Engineering Simulations COMPLETE 16 CFR §314.4(d)(2)(i)

COMPLY




FTC Safeguards Rule Encryption
In Transit Requirement

16 CFR X 314.4(c)(3)

Dealers shall “Protect by encryption all customer
information transmitted in transit over external
networks . ..”

/1= COMPLYAUTE,
= PRI



Limitations of Traditional Email and

Text for Sensitive Information & NPI

Inherent Security Risks: Lack of end-to-end encryption;
vulnerable to cyber-attacks, data breaches, and
interception during transit.

Phishing Attacks: High susceptibility due to difficulty in
verifying the sender's identity, increasing the risk of
information leakage.

Insufficient Access Control: Emails and texts can be
easily accessed if the device is lost or stolen, leading to
potential unauthorized access.

/1= COMPLYAUTE,
= PRI\



Typical Dealership Problems

Sales & finance staff commonly request that bank stips are
sent to their phone via text or unencrypted email

Most are using personal phones (what happens when they
leave?)

Common for the average salesperson to have hundreds of
drivers licenses, POI, POR, and even SSN cards on their
phones that were sent via text message.

Losing a device could mean a reportable data breach
Existing encryption tools are cumbersome and cause staff
to resort back to unsecure methods

/1= COMPLYAUTE,
= PRIV



ComplyAuto is solving the text/email problem.
Easily satisfy technical requirements for encryption of data in transit. 16 CFR § 314.4(c)(3).

STEP1 STEP 2 STEP 3
Control who can
request & receive
files

Include a secure link
in email signatures
SO customers can
easily send stips and
other sensitive info

File access
protected by MFA in
accordance with
FTC requirements

Scan QR or enter Generate a secure Get notified when

unique URL to file request link customers upload Customize
access encrypted and text or email it files and securely auto-delete settings
messaging portal. to the customer. download them. for files

Allow your staff to effortlessly comply with compliance requirements with free end-to-end encryption tools




Don't invest in other encryption tools that don’t verify

data-handling compliance.

User & Employee Monitoring & Logging

Dealers are required to have a system capable of detecting
unauthorized access, sharing, use of, and tampering with customer
information 16 CFR §314.4(c)(8).

Dealers already have access to Data Loss @ Data Governance
Protection who use our ComplyAuto add-on
cybersecurity tools (Coro Dashboard).

134,394

® Personally Identifiable Info (PI) 14

{last 90 days) @ Non-public Information (NPI)

This means every device and email is

® Protectet Hea O]
scanned to detect employee data security :;‘;:::g“’S“‘?“""“Em“*" o v R i s
violations (i.e., sending messages asking for — 57 ® Personally Identifiable Info (Pll) 106
pC|’ Np|' Pl Sharing). jessica(@ I @ Non-public Information (NPI) 102
—55 ® Payment Card Infa (PCI) 6 v
. . . . . carson@bakeramericancycles.com Protected Health Information
Experlence real-time Mmonitoring, exclusive -— 3 — ® pH) 13; o

to ComplyAuto, ensuring active use of
CompyCrypt to stay compliant.



Device & Email Security
It is essential for both GLBA compliance and cybersecurity liability insurance that you take appropriate sacurity measure 1o protect your organization’s data and operations. Endpoint
Iphishing or ransomware), and data govermance (NP

Access Management Dashboard +1

securty, including endpoint detection and response (EDR) and next-gen anti-vines (NGAV], device encryption, email maonitarir

ar Managemant rex alt eritical aspects of ensurlng your data and your customers' data are protected

~ Users WView Users > = Emails

rity

® Access Restrictions Violations 4 & Suspicious Email Content "
37 92,176

Bourity Scanning

® Mass Data Deletion A R ® Malware in Email Attachments -
Protacted Users Emails Processed
Phizshing Simulations ® Mass Data Downlaad i (st B Ay S|
[nventary ® Suspicicus exposure of source code <
21 Tap Sources of Suspiciaus Emails
® Susplcious exposure of certificate o
ce & Emall £ :
& & Emall Se Malicious
® Suspicious exposure of critical data o bR
# Suspected Bot Attacks o
= Devices View Devices » = Data Governance

21 ® Firewall Disabled o 96,697 1 Emain

= ® Malware on Endpoint w 2
Devices Data objects processed ® Payment Card Info (PCI) o
® LAC Motification Missing s (last S0 days
® Personally identifiable Info (P o
# Device Passwaord Missing w
#® Mon-public Information (WPI o
# Unencrypted Endpaint Drive T
Safe Devices
& Man-genuinge Windows coiy e
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File Message Insert  Options
ol ==
Theme.s IMFO““ Page From
«  |[@|ettects ~ Color ~
Themes Show Falds

B" Ta

Send &

Bee

Format Text

Review

h [] Request a Deliv|

se Voting
Buttons ~ —

Devaloper H|

Not necessary for most
emails, but useful when
sending sensitive info to
outside third parties.

| Request a Read|

Set permission on this item '
Encrypt-Only .
Do Mot Forward
Confidential | All Employees

Contoso - Customer Ready

Highly Confidential Y All Employees

PASSWORD

Is that
you?

Duo MFA One-Tap
Authentication with Duo
Push.

Duo can also
accommodate more
traditional second-factor
authentication controls
like SMS text code.

ACCESS

4

Success!



ComplyAuto was chosen as
an NADA Affinity Provider
for compliance and helped
draftthe NADA FTC
Safeguards Manual

TURN-KEY
SOFTW ARE
SOLUTION

FTC Safeguards Rule

AFFINITY
PROVIDER

NADA

Qualified Employee

Data Encryption

Secure Data Disposal
Procedures

Overseeing/Monitoring
Service Providers

L\

Written Risk
Assessment

Intrusion Detection/
Vulnerability Testing

Change Management
Procedures

Written Incident
Response Plan

COMPLYAUTE

PRIVAC

Access Controls

Multi-Factor
Authentication

Unauthorized Activity
Monitoring

Annual Reporting to
Board

Data and Systems
Inventory

Systems Monitoring
and Logging

NADA is a registered trademark of the National Automobile Dealers Association and is used by ComplyAuto Privacy (“ComplyAuto”) under license. The services/products provided by ComplyAuto are
solely the responsibility of ComplyAuto and its suppliers, which remain solely responsible for the quality and performance thereof. Neither NADA nor its affiliates shall have any responsibility or
liability for any product or service offered or provided by ComplyAuto.
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Consumer Privacy Rights Compliance

Compliant Cookie Banner

Most out-of-the-box cookie banners provided by website providers are non-compliant and cause more harm
than good. Our banner actually blocks third-party advertising cookies, records consent, and respects global

privacy controls (GPCs) in accordance with applicable privacy laws.

e Fully customizable and branded

e Identifies and blocks applicable 3rd-party cookies

e Tested on all common dealership website providers
e Manage other requirements such as:

Consumer Privacy Rights employee training

Third-Party Vendor Data Processing agreements and/or Vendor Risk Assessment
B2B or Employee Privacy Rights

Process Consumer Privacy Requests, notify third-party vendors

O O O O

COMPLY v
VACY



Typical Dealership W ebsites

Sales 432-223-9012  Service 432-223-9013 Parts 432-355-7114 O service O we O conmaer

SPECIALS NEW CUSTOMORDER USED SERVICE& PARTS FINANCE RESEARCH ABOUT SE-HABLA-ESPANOL

Welcome to

Browse New Vehicle Browse Used 24 Hour Service Start Your Custom
Inventory Vehicle Inventory Scheduling Order! Order Your
Vehicle Your Way!

@ Explore Payments

[ Charlene

~ Stanley Ford - Andrews
Your Ford, your way! Order
Today! How may | help you?

No consent,
T e cookies load like Chat for IP
location,

Not GPC compliant.

Type your message

Sales 432-223-9012  Service 432-223-9013 Parts 432-355-7114 ERVICE

# SPECIALS NEW CUSTOMORDER USED SERVICE& PARTS FINANCE RESEARCH ABOUT = SE-F

Privacy Policy
Last Updated: 1/1/2020 Dated Pr]Vacy PO“Cy

Thank you for visiting our Stq} .
strive to make our website a No state dlsclosures’ need even CA ihe cont
To accomplish this, we respo| d iSClOSu reS itment t

will be as relevant as possible

treat your privacy and the pel onally i
S No consumer consent request ,
is policy was implemented| or "the v

covers the following areas:

portal

« What personally identi
«» How Stanley Ford And|
« With whom Stanley Ford Andrews May share this information;

« What choices are available to you as a user of our website with respect to collection, use and distribution of the information; and ‘a
« What types of security procedures are in place to protect the loss, misuse or alteration of information under our control.

This Privacy Policy applies only to our website and information collected for us or by us through our website and through various features and online offerings

Your
not apply to any third party site or service linked to our website or recommended or referred by our website or by our staff. Further, it does not apply to any ot
online service operated by Stanley Ford Andrews or its affiliates, or to any of our offline activities. Tod:
©

1. Information Collection and Use

Stanley Ford Andrews collects two different types of information through our website: ion and p

Anonymous Information. First, we collect and store anonymous, aggregate information (such as internet protocol (IP) addresses, browser types, search engir Type
provider (ISP), referring/exit pages, platform type, date/time stamp, and number of clicks) from all visitors to our website. You may search our website for car
information provided through our website without ever submitting your name, email address or any other pe y i The hnuiau
collect from your visit is never linked to any of your personally identifiable information until you voluntarily submit that personal information, in which case some otherw
information may be connected to your website activity and personal account. Otherwise, the anonymous information is only used in the aggregate to analyze trends, a
website, diagnose any problems, track a visitor's movement in the aggregate, and gather broad demographic information for aggregate use. We may provide this anor
information in aggregate form to other parties or use it for our own insight or marketing purposes. Our ability to use this information is not restricted in any way.

We also use "cookies" and "image tags" to collect certain usage information from all customers and visitors to our website. A "cookie” is a small text file that a website

COMPLY Y

VACY



Consumer Privacy Rights Compliance

Enacted State Comprehensive Privacy Laws

Only includes laws with comprehensive approaches to governing the use of personal information.

Should you be concerned about cookie consent and privacy rights

- ’ ’ issues if your state doesn’t have a comprehensive privacy law?
. . P
s i S i YES, the FTC wants a piece of the state privacy law action!
California Consumer Colorado Privacy Act Connecticut Personal Indiana Consumer
Privacy Act (effective 1 July 2023) Data Privacy and Data Protection Act . . . . . .
(effctive1jan 2020) Online Moitoring Act (ffective 1Jan. 2026 e The FTCis enforcing issues related to cookie tracking under its broad
(effective 1July 2023) . . . . .
Snoomndel Sy the v Section 5 Unfair & Deceptive Acts & Practices (UDAP) authority.
e g o Two 7 figure lawsuits from the FTC this year
ke o o You'reatargetifyou're not getting explicit consent to load
tracking cookies for retargeting (e.g., Facebook Pixel, Google
Ads)
' - _— e Class actions lawsuits have been filed in both regulated and
unregulated states for deploying tracking cookies without consent
lowa Montana Tennessee Texas and/or proper disclosures the Federal Wiretap Act, (2) general UDAP
i Bimiorks - poertw e claims, (3) the federal Consumer Fraud & Abuse Act, and (4) the
(effective 1 Jan. 2025) (effective 1 Oct. 2024) (effective 1 July 2024) (effective 1Jan. 2025) federal Stored Communications Act
e Sofarin 2023,9 states have proposed Consumer Privacy Rights
Legislation.
. ﬁ‘ States Bills Passed to be e Ten States enacted comprehensive privacy laws with fines ranging
Signed: from $5,000-$20,000
i Vireini . Oregon
rginia
Utah Consumer Virginia Consumer ® Delawa re
Privacy Act Data Protection Act
(effective 31 Dec. 2023) (effective 1Jan. 2023) source: US State Privacy Legislation IAAP's Resource Center

COMPLY Y
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Consumer Privacy Tools and Disclosures

NEW CARS ED CARS COMMER( SPECIALS FINANCE PARTS & SERVICE ABOUT GALPIN EMPLOYMENT
Privacy Settings Language: English
Prlvacy POIIcy Third-party Cookie Settings
Last Updated: August 5, 2022 . : d Party Cookies” settings below to prevent this website'’s
use of certain third-party cookies that track or advertise to you across other websites.
Third-Party Cookles
ON OFF
=) Global Privacy Control
We currently support Global Privacy Control (GPC), a specification designed to allow internet
= users to notify businesses of their privacy preferences, such as whether or not they want to be
Introduction tracked or have their personal information sold or shared with third parties for targeted
advertising. It consists of a setting or extension in the user’s browser or mobile device and acts as
Galpin Motors, Inc. and each of our subsidiaries and affiliated entities under common ewnership and control (collectively, “Dealership” or “we" or “us") respects your privacy and amechanism that our websites can use to honor your privacy settings. If your browser or device
the information that you have entrusted to us. This Privacy Policy describes our collection, use and disclosure of the information we may collect fram you whenever you visit the has enabled GPC, it will override your preferences selected in the cookie banner or privacy
Dealership’s physical location(s) or website(. a"site” and the “Sites”), or otherwise access any of our other products, services, and content (hereinafter settmgson this Sits I V°“ Wanitasse GBS you canidowitoad ahcendble it via a paticipating

browser or browser extension. Click here to view the increasing list of browsers and browser

"Services”). This Privacy Policy applies to all visitors and customers of our Sites, including those consumers andfor customers wha apply for and/or receive financing for personal,
i L4 o By arer extensions that GPC is available fo

family or household purposes. If you become an inactive customer, or if we close or suspend your account, we will continue to adhere to the Privacy Policy in place when we
collected your personal information as long as we retain it in our databases. We may delete any o all of your information at any time without notice to you or for any reason or no
reason unless we are otherwise required by law or retain it. You may have other privacy protections under state laws and we will comply with any applicable state laws when we
disclose information about you.

‘Your California Privacy Choices

While we do not sell personal information for monetary value, we may disclose personal

information to third parties, such as vehicle manufacturers, in such a way that may be considered

& a“sale” of personal information under the CCPA. To direct us to stop the sale of your personal

Sections information or limit the use of your sensitive information by submitting a request using our
Interactive web form, click here.

This Privacy Policy is comprised of the following sections.
Notice at Collection

Section 1 - California Consumer Privacy Act Disclosures To view the categories of personal information we collect and the purposes for which the

information is used, or to exercise your rights under the California Consumer Privacy Act

Section 2 - Other Important Privacy Disclosures (CCPA), click here,

Web Choices

Note that this site's cookie banner and privacy settings will only opt you out of the future tracking
and sharing by cookies that are deployed by our Sites. In order to manage the information sharing
and advertising cookies not deployed by our Sites (e.g., other third-party companies' cookies that
are already tracking you), you may want to consider using one of the consumer choice tools
created under self-regulation programs, such as the Digital Advertising Alllance's WebChoices
consumer choice tool.

Section 1 - California Consumer Privacy Act Disclosures

Privacy Policy o d by ComplyAuto m
Notice of Collection California Privacy Policy Submit a CCPA Request Do Not Sell My Info
Learn about the categories of View our practices regarding the Exercise your rights under the CCPA,
personal information our dealership collection, use, disclosure, and sale of including your right to know or delete Opt-out of the sale of your personal
collected and the purposes for which personal information and understand the personal information we've information to third parties.
itis used. your rights under the CCPA. collected about you - S — . — o
: oecume
View Notice View Policy Submit Request Submit Request L LSS
1 DRPE DRSS S | B .

COMPLY Y
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Consumer Privacy Tools and Disclosures

&, Contact: (888) 636-6440 9 2155 S Canal St, Carlsbad, NM 88220

Schedule About

Sell
Pre-Owned
oy Service & Parts Us

L Loglh
Inventory S

# New FinuncinF &
Inventory o Specials

WE HAVE ADDED TECHNICIAN: RE READY TO SERVE YOU! SCHEDULE SERVICI

V! Start HERE.

I'M INTERESTED IN

AnyType v AnyYear Vv AnyMake Vv AnyMieage Vv AnyPrice Vv Allfiters ¥ Search

Search Inventory Search

ALL-NEW 2024 CHEVY TRAX

MORE ROOM. MORE TECH,’

STARTING AT: $21,495'
AS SHOWN: $26,540"

MORE FUN.

E VALUE YOUR PRIVACY: We respect consumer privacy rights by leting visitors opt out f thrc-party control, ke the GPC signal. This
e deploys cookies and smilr tracking technologes, which collctnformaton tht s shared with third partis t buldprofe, serve ads, and personaiize your experence across webites. By ressing
ou consent o theuse of cookies and sharing of such information. To manage your privacy ights or view the categories o personal information we collct and the purposes for which the

Jons used,cick here,

Decline

T enn

Sales:  (675) 622-6850

- KRUMLANG
!_‘ Auto Group PO Bux 1868, Rasil, NV 86202
HYUNDAI [ACISEer -1
Home  Newlnventory  UsedInventory  Financing  Service  Roswell Now Magazine ~ AboutUs  Careers
Last Updated: September 30, 2022
- m fFor L R Sales: (575) 622-8850
E;_p Aufo Group PO Box 456, Rosvel, N 88202
CHEVROLET PlDe e}
Home  Newlnventory  UsedInvenfory  Financing  Service  Roswell Now Magazine ~ AboutUs  Careers

Section 1- Consumer Privacy Disclosures

Notice of Collection

Learn about the categories of personal
information our dealership collected and
the purposes for which it is used.

Submit a Personal Data
Request

Our Privacy Policy

We believe in a consumers ability to
exercise control over their own personal
data. In furtherance of this belief, we have
given you the ability to to exercise certain
rights such as the ability to access or
delete personal information we've collected
about you

View our practices regarding the collection,
use, disclosure, and sale of personal
information.

Do Not Sell My Info or
Process for Retargeted

Advertising

Opt-out of the sale of your personal
information to third parties or retargeted

advertising.

COMPLY
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W hat to
expectin
the coming

months
(if you're complying)

THINGS
YOU'LL
NOTICE

Multi-factor authentication upon login to systems
containing customer information

More complex passwords (8-14 character
alphanumeric)

Automatic timeouts on computer of 15 minutes or
less

Phishing susceptibility tests!

Controls on sharing sensitive customer information
Corporate email accounts

Security awareness training

Cookie banners (and unfortunately less retargeting)



W hat to
expectin
the coming
months

(if you're complying)

Do’'s &
Don’ts

v Do use a password manager tool
X Don‘t use weak orrepeat passwords (or store them in plain
text

v Do setupindividual user profiles for workstations
X Don't used shared logins or passwords

v Do use corporate email accounts
X Don’t use personal email addresses for work purposes

v Do use a tool to send/receive encrypted customer info
X Don't send/receive such info via text or email

v Do upgrade all machines to Windows 10+ (or latest iOS)
X Don't allow connected Windows 7 machines

v Do check every email for suspicious content
X Don’'t click on phishing emails!

v Do update your cookie banner for compliant
X Don'trely on your web provider policy for the proper
disclosures



THE COMPLYAUTO DIFFERENCE

#H A W Gs

Month-to-month Unlimited Support No Setup Fees First Month Free Annual Discount (10%)

We treat dealers the way we With ComplyAuto, you get a No additional implementation Complete a short setup survey Get an additional 10% off for
wanted to be treated as dealers, dedicated client success fees, service charges, or within 2 weeks and get the first annual billing. Even then,your
which means no long term manager and unlimited installation costs. Just a simple month of ComplyAuto contract term stays

contracts. technical support. monthly subscription fee. completely free! month-to-month.

Endorsed By More State
Dealer Associations than
Any Other Provider

There's a reason why the NADA and +35 . =, NADA v,
state associations have endorsed
ComplyAuto for compliance.

Let us show you why.

Endorsed by State Deal



I compLYAUTE NADA |z

/,.d PRIVACY o

Join the nation’s #1Dealership Privacy & Cybersecurity Platform

Active Dealers

COMPLIANCE GUARANTEE

Worry less and sell more. We are so confident that ComplyAuto is the best way
to comply with privacy and cybersecurity laws that if you're using our platform
and you receive a penalty or fine under a privacy or cybersecurity regulation

. from a governmental agency that is caused by using our platform, we will pay
Rertolkice the fine or penalty up to $100,000. Learn more at
Guatemala https://complyauto.com/compliance-guarantee/

Mexico
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Health and Safety



THINGS
TO
CONSIDER
IN 2023

OSHA regulators have more autonomy to
issue fines and can cease dealership
operations under unsafe work conditions.

OSHA announced this year to expect fines to
increase YOY.

Ensure equipment inspections are being
conducted consistently.

LOTO!

OSHA just took its first enforcement action
for workplace violence.

Expectincreased enforcement for failure to
report/record injuries & illnesses timely and
accurately.



OSHA Penalties

The Occupational Safety & Health Administration (OSHA) continues to gain more autonomy to
increase fines and now has the power to actually shut down a business for violations.

Below are the maximum penalty amounts, with the annual adjustment for
5[E inflation, that may be assessed after Jan. 15, 2023. (See OSHA Memo, Dec. 20, 2022).

Types of Violations Penalty

Serious $15,625 per violation
Other-Than-Serious

Posting Requirements

Failure to Abate $15,625 per day beyond the abatement date

Willful or Repeated $156,259 per violation

States that operate their own Occupational Safety and Health Plans are required to adopt
maximum penalty levels that are at least as effective as Federal OSHA.

/\ COMPLYAUT®
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https://www.osha.gov/stateplans
https://www.osha.gov/memos/2022-12-20/2023-annual-adjustments-osha-civil-penalties

OSHA Top 10 Violations in 2022

The list of OSHA's highest proposed monetary penalties in fiscal year 2022 comprises those stemming from a
single incident or related incidents in which one or more employers allegedly failed to adhere to safe work
practices. These failures put workers at risk —in some cases, fatally.

The Top 10 Most Cited Workplace Safety Standards for FY 2022 The 2nd largest OSHA fine last year
was for $1.2M at an auto parts
1. Fall Protection — General Requirements: 5,260 violations fetﬁf/ef where thefemlolocjj/er failed
. . to have proper safeguards to
2. Haza.rd Commun |C§t|on. 2,424 protect workers from an accidental
3. Respiratory Protection: 2,185 machine startup after a vehicle lift
7 Ladders: 2143 crushed a worker’s hand.
5. Scaffolding: 2,058 Other agency findings included the
6. Lockout/Tagout: 1,977 company’s willful failure to develop
. . and implement lockout/tagout
7. Powered Inglustrlal Trgcks.],ﬁ@ procedires
8. Fall Protection — Training Requirements: 1,556
9. Personal Protective and Lifesaving Equipment — Eye and Face
Protection: 1,401
10. Machine Guarding: 1,370

Source: Patrick Kapust, acting director of OSHA's Directorate of
Enforcement Programs, as presented at NSC Safety Congress &
Expo and Safety and Health Magazine.

/\ COMPLYAUT®
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W hat if
OSHA
shows up
at your
dealership?

The following are employer/employee rights during an
OSHA inspection:

1.

Employers do not need to let OSHA perform an inspection
without a warrant. (If you have nothing to hide, then this is not
always recommended as it may sour the relationship with the
local OSHA office).

You can make an inspector wait for 60 min prior to starting the
inspection; this gives you an opportunity to contact a
company representative or attorney.

If the inspection arose because of a complaint, you can
demand to see a copy of the complaint.

You can have management or any other personnel accompany
the OSHA inspector.

Negotiate to narrow the scope of the inspection; if OSHA has
gone through the trouble of getting a warrant it's likely they
have a specific issue or area they wish to inspect.

Inquire as to what the inspection is for - you have the right to
know what their probable cause is for the inspection.

Many OSHA inspectors are moving to audio/visual recording
for employee interviews; employees can deny consent to be
recorded but they should be aware that anything said during
the interview is on the record.



W orkplace Violence Prevention and Response

According to OSHA, companies have an obligation to keep the workplace safe and secure. This means that if an
active shooter event occurs and the dealership hasn't trained employees to respond, they haven't met the
obligation to address reasonable threats to keep the workplace safe.

PRACTICAL TIPS
Workplace violence and active shooter issues on the rise. Just last year, OSHA enforced this issue for the first time under the General Duty Clause.

Identify risk factors - building security, handling large sums of cash, working in isolation, or late hours.

The best deterrent to workplace violence is to conduct adequate screening that prevents the hiring of individuals with a history of violent behavior.

Employers should establish a zero-tolerance policy for threatening or engaging in violent behavior, providing for employee disciplinary action up to and including
dismissal.

Consider incorporating the following policies and trainings in your safety plan:

° Workplace Violence Policy and Training.
° Weapons in the Workplace Policy. (Check state law)
° Active Shooter Policy, Training & Incident Response Team.

Discussthe elements of active shooter incident response planning with guidance from expert instructors. Have an Active Shooter Policy & Incident Response Team.

Incorporate key elements of successful incident management into planning efforts including: Communication and Incident Planning for employees, Emergency Action
Plan Development, Recognizing Behavioral Indicators, and Coordinating with First Responders.

/\ COMPLYAUT®
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Equipment Inspection Management

OSHA safety requirements relating to the stability, function, fire protection, design,
maintenance, and use of dealership equipment.

Know what needs to be inspected and frequency of inspections. (Can differ by state)

PRACTICALTIPS

Typical inspections required:

Forklifts - daily inspections. Differs by type of forklift, i.e. gas, propane, electric. OSHA Rule 1910.178(1)(1) (i)

|
[ Eyewash stations - general flow, temperature, functionality and cleanliness. Periodic inspections (weekly)
ANSI 358.2014, OSHA 29 CFR 1910.151(c).
[ Scissor lifts & scaffolds - before each use. Overall inspection, good working condition. OSHA 1926.451(d) (3)(i)
[ Aboveground Storage Tanks - Can be required daily or monthly based on state. Overall inspection of control
panel function, leaks, pressurized, secondary containment. OSHA 1910.106.
] Underground Storage Tanks - Also required either monthly or annually in most states. May subject the , !l!l-
dealership to creating a Spill Prevention, Control, and Countermeasure (SPCC) plan. DAILY FORKLIFT
[ Automotive Lift - annually conducted by a certified company. Do you have a sticker with the date of last LieeEETIon
inspection on your current lifts? Safety Requirements for Operation, Inspection and Maintenance ANSI/ALI [E]X )
ALOIM: 2020 Standard for Automotive. I
- =
If equipment doesn't pass inspection, it needs to be locked and tagged out immediately by a supervisor. Corf;::eﬁiggzgij?hner&“st
Make it easy for your employees to keep up with regular inspections. Do you have an electronic system? &
/\ COMPLYAUT®
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Lockout Tagout Policies

OSHA Standard 1910.147(a)(3)(i) requires employers to establish a program and procedures

@F for affixing appropriate lockout devices or tagout devices to energy isolating devices, and to
otherwise disable machines or equipment to prevent unexpected energization, start-up or
release of stored energy in order to prevent injury to employees.

PRACTICALTIPS

Do you have a lockout/tagout policy for your electrical equipment?

A lockout device utilizes a means such as a lock, either key or combination type, to hold an energy isolating device in a safe
position and prevent the energizing of a machine or equipment.

If something isn't working properly, a manager needs to lock the machine/equipment so it cannot be used by any
employees. Then a tag/sign needs to be on the machine stating Out-of-Order status.

Employees and managers need to be trained on lockout/tagout and need to sign a policy stating compliance on an annual
basis.

/\ COMPLYAUT®
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https://www.osha.gov/laws-regs/interlinking/standards/1910.147(a)(3)(i)

Injury or Illness Recording & Reporting

The OSHA Standard 29 CFR Parts 1904 and 1952 require employers to keep records of
occupational deaths, injuries, and illnesses. OSHA is ramping up enforcement of
failure to timely or accurately report injuries and illnesses.

PRACTICALTIPS

If there is ever an injury or illness that happens on sight, you need to know if it is: recordable,
reportable, the timeframe to do so, and the agency to report to.

Know your state laws - in CA an injury or illness that results in permanent disfigurement is
reportable within 24 hours. Know type of injuries that must be reported immediately versus

annually.

Keep records of each injury or illness for OSHA 300 or OSHA 300A log (annually) and for worker's
c.ompensat|o.n purposes. Many HR/payroll softwares are inaccurate and some dealers have been Lightly shaded states have special
fined for relying on such systems. reporting requirements.

OSHA Form 300A data for the preceding calendar year must be electronically submitted to OSHA
each year by March 2 of the following year and be posted in area accessible to employee from Feb

st - April 30th.

Privacy cases - employee can request to exclude name from reporting illnesses. (required for HIV,
TB, reproductive illnesses and injuries, etc.)

/\ COMPLYAUT®
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SDS Management Tips

OSHA's Hazard Communication Standard (HCS) requires employers to maintain Safety Data Sheets for chemicals in
é § the workplace and to ensure that employees can easily and readily access them.

Ex¢onMobil
F’rcducl Name: NATURAL GASOLINE
PRACTICAL TIPS

SDS must have: PPE required, First Aid info, if medical intervention required, spill clean up SAFETY DATA SHEET
. . [SECTION 1 PRODUCT AND COMPANY IDENTIFICATION
instructions. ——

Product Name: NATURAL GASOLINE

Product Description:  Petroleum Hydrocarbons

Imonded Uner  Fush mmmedite
Need an SDS manifest with each chemical used near locations where chemicals are stored or couma EmHoATON
in use. gt s gy

24 Hour Health Emergency 609-737-4
Use Secondary Labels on containers not distributed by manufacturers, and must have the sm°mggu:gs((,sss,
same information as primary label (sharpie with just a name is not sufficient.)
Best practice is to include Spanish language SDS sheets.

SDS INFO 4
Access Safety Data Sheets Here
Doesn't have to be a binder, as OSHA allows electronic manifests, but employees must have Cr
easy access (i.e., no passwords) %
[=]
Open Camera & Scan
tcArrenOmm Jpsub, ry
@emrﬂw
/\ SAFETY



First Aid, CPR, & AED

First aid supplies are required to be readily available under §1910.151(b). When larger or multiple operations
@F are being conducted at the same location, employers should determine the need for additional first aid
kits at the worksite and additional quantities and types of supplies in the first aid kits.

PRACTICALTIPS

Have multiple first aid kits located around dealership. Consider having a least one trauma kit. Make
sure to inspect and restock first aid kit annually.

Best practice is to have trained employees on basic First Aid for cuts, falls, or know when to call 911.
Make sure you have enough trained employees for coverage of all shifts or time off/vacations.

Train every employee on emergency procedures and response.

FIRST AID
Train employees to check SDS for first aid measures if contact with a chemical occurs. BOX
OEM's are recommmending EV dealers to have CPR & AED trained employees on-site.
If you have an AED, OSHA highly recommends to have a certified trained employee(s).
/\ COMPLYAUT®
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Safety Training

@F OSHA requires employers to provide training to workers who face hazards on the job. Many OSHA standards include
explicit safety and health training requirements to ensure that workers have the required skills and knowledge to safely
do their work.

Course Library

PRACTICALTIPS

Best practice is to complete training during onboarding, or at time of new equipment added A | g

to the worksite ( i.e. purc hased a new forkl Ift) . Covid-19 and Infectious Disease Emergency Reponse Fire Exinguisher

- Summarize ways to protect yourself and - Understand the importance of the Objectives By the end of this course,

minimize spread « Apply steps to making a ‘workplace's EAP - Relay the basic learners will be able to ... - Know which

plan if you or someone else gets Covid - principles of how to evacuate effectively + | questions to ask BEFORE attempting to put
Differentiate between cleaning vs. ‘Summarize shelter do's and don'ts « Plan out afire - Summarize smart safety tips -

Most traini ngs are requ ired annual Iy. e B e Rl R
& Download SCORM

® Who @ Duration

@ Who ® Duration ® Who @ Duration

Train everyone - safety is everyone’s job. At a minimum, everyone should be trained on Fire
Extinguishers, Back Injury Prevention, General Safety, Covid-19, Emergency Response, and Safe
Driving.

Forklift Safety Forklift Safety: Supervisors General Safety
Look for training that is engaging and interactive for student retention/recall.
. . . . . . . ® Who ® Duration
Integrate corresponding policies to be read and signed during training. (& oownioasscom | (s oowmioasscom
® Who ® Duration ® Who ® Duration

Other good training to consider: Heat & Cold Stress, Forklift, Hearing Protections, PPE, Shop
Safety, Active Shooter, Wildfires, etc.

Hazard C icati Waste Hearing Protection

/\ COMPLYAUT®
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Do’'s &
Don’ts

v Do routinely educate your workforce through new hire
and recurring training.

X Don’t assume a policy is enough. Part of the training
process should include acknowledgement of policies.

v Do report and record necessary injuries and illnesses in
anaccurate manner.

X Don’t rely on memory or inaccurate software to
determine whether to report/record injuries and illnesses.

¢ Do promote a culture of reporting safety concerns and
performing required inspections.

X Don't be quiet about unsafe conditions; address and
fi x.

v Doimplement a workplace violence prevention
program.
X Don’'tignore this newly enforced safety concern.

v/ Do strictly adhere to lockout/tagout procedures.
X Don‘t underestimate the danger damaged/unrepaired
equipment and machinery can pose.



ComplyAuto Safety takes the stress out of EHS

ComplyAuto Safety offers unique and innovative features:

» COMPLYAUT®
=0 ‘san)

My SDS Library

° Onsite inspections, includes one eight-hour mock OSHA audits by
171 . ' certified professionals
808 seurch ° Automated policy and signage builders
. ° Integrated Safety Data Sheet (SDS) Manager with a 10+ million

Added Safety Data Sheets

product database (easy QR codes)

° Digital equipment inspections with QR code label generators and
automatic reminders

° Comprehensive online safety training library with true "set it and
forget it" enrollments

° Signage Builder and Tracker for all required signs

° The first and only tool automating injury & illness reporting

requirements for all 50 states
° AED and CPR training provided by the American Red Cross

° Fisher Phillips, a nationally recognized law firm specializing in

dealership workplace safety, routinely reviews and updates content.

/\ COMPLYAUT®
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Transparent Pricing
https: /complyauto.com/pricing/

Questions?

Thank you!

https://www.complyauto.com
info@complyauto.com
(661) 214-3028



https://complyauto.com/pricing/
https://www.complyauto.com/
mailto:info@complyauto.com
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